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KernelTimeSlice(ticks)
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POSIX

e schedPxLib POSIX 1003.1b

 POSIX Wind
— POSIX Wind
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Real-Time Multitasking

Introduction

Task Basics

Task Control
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Overview

® Low level routines to create and manipulate tasks
are found in taskLib.

® A VxWorks task consists of:
® A stack (for local storage of automatic variables and
parameters passed to routines).
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Creating a Task
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Creating a Task

int taskSpawn (name, priority, options,
stackSize, entryPt, argl, ..., argl0)

name Task name, if NULL gives a default name.
priority Task priority, 0-255.
options Task options e.g. VX_UNBREAKABLE.
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Task ID’s

Assigned by kernel when task is created.
Unique to each task.

Efficient 32-bit handle for task.

May be reused after task exists.
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Task Names

® Provided for human convenience.

* Typically used only from the shell (during development).
® Within programs, use task Ids.

® By convention, start with a t.
* Promotes interpretation as a task name.
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Task Priorities

® Range from 0 (highest) to 255 (lowest).

® No hard rules on how to set priorities. There are two
(often contradictory) “rules of thumb”:

®* More important = higher priority.
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Task Stacks

® Allocated from memory pool when task is created.

Fixed size after creation.

® The kernel reserves some space from the stack, making
the stack space actually available slightly less than the
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Stack Overflows

® To check for a stack overflow use the Browser.

* Press the check-stack button:
* Examine the high-water mark indicator in the
stack display window.

High-water Mark______
Indicator (UNIX)

"_'ﬂ' t1-my162@ss21: Stack Check

Note: In the PC Browser
Stack Check Window, the

Wi - B8
uml.org.cn



Task Options

® Can be bitwise or'ed together when the task is created.

VX_FP_TASK Add floating point support.
VX _NO_STACK FILL Don't fill stack with Oxee’s.
VX _UNBREAKABE Disable breakpoints.

VX _DEALLOC STACK Deallocate stack and TCB

when task exists (automatically
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Task Creation

® During time critical code, task creation can be
unacceptably time consuming.

® To reduce creation time, a task can be spawned with the
VX _NO_STACK_ FILL option bit set.
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Task Deletion

taskDelete(tid)
® Deletes the specified task.

® Deallocates the TCB and stack.

exit (code)
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Resource Reclamation

Contrary to the philosophy of sharing system resources among
all tasks.

Can be an expensive process, which must be the application’s
responsibility.

TCB and stack are the only resources automatically reclaimed.
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Task Restart

taskRestart (tid)

® Task is terminated and respawned with original
arguments and tid.

® Usually used for error recovery.
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Task Suspend / Resume

taskSuspend (tid)

® Makes task ineligible to execute.

® Can be added to pended or delayed state.
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Task Delay

® To delay a task for a specified number of system
clock ticks.

STATUS taskDelay (ticks)

® To poll every 1/7 second:

FOREVER
{

taskDelay (sysClkRateGet() / 7);
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Reentrancy and Task Variables

® |f tasks access the same global or static variables, the
resource can become corrupted (called a race condition).

® Possible Solutions:
® Use only stack variables in applications.
® Protect the resource with a semaphore.
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Task Hooks

® User-defined code can be executed on every context
switch, at task creation, or at task deletion:

taskSwitchHookAdd ()
taskCreateHookAdd ()
taskDeleteHookAdd
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Task Information

ti (taskNameOrld)

® Like i(), but also displays:
¢ Stack information
®* Task options
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Task Browser

J_Iﬂ t1-mv162@ss21: tLogTask

/

® To obtain information about a
specific task, click on the task’s
summary line in the main target

browser.

Wi - B8
uml.org.cn



What Is
POSIX ?

® Originally, an IEEE committee convened to create
a standard interface to UNIX for:

® Increased portability.
® Convenience.

® VxWors supports almost all of the 1003.1b POSIX
Real-time Extensions.
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What does VxWorks support ?

Library Description

aioPxLib Asynchornous 1/O
semPxLib POSIX Semaphores
mqgPxLib POSIX Message Queues

mmanPxLib POSIX Memory Management

kR - EiE

uml.org.cn

~R¥%io



Real-Time Multitasking

Introduction

Task Basics

Task Control

Error Status

Wi - B8
uml.org.cn

~R¥%io



Error Status

e VXxXWorks errno
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Errno and Context Switches

At each context
errno switch, the kernel
saves and restores
the value of errno.
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Setting Errno

® Lowest level routine to detect an error sets errno and returns ERROR;:

STATUS myRoutine ()
{

if (myNumFlurbishes >= MAX_FLURBISH)
{

errno =s_myLib_ TOO_MANY_FLURBISHES;
return (ERROR);
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Examining Errno

® Examine errno to find out why a routine failed.

if (reactorOk() == ERROR)

{
switch (errno)
{
case S_rctorLib TEMP_DANGER_ZONE:
startShutDown ();

break;
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Interpreting Errno

® \V/xWorks uses the 32-bit value errno as follows:

31 15
Omodule error number

® Module numbers are defined in vwModNum_.h.
® Each module defines its own error numbers in its
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Error Messages

® VxWorks uses an error symbol table (statSymTbl)
to convert error numbers to error messages.

® To print the error message for the current task’s
error status to STD_ERR:

-> perror (*darn”)
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User-Defined Error Codes

To get perror() to print your error messages:

1. Modify vwModNum.h to reserve a module number:
#define M_myLib (501 << 16)

2. Define error macros in your header file (which must
be in the wind/target/h directory):
#define S_myLib BAD STUFF (M_myLib | 1)
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System Tasks

Task Name Priority Function

tUsrRoot 0 Initial task. Configures the
system, spawns the shell, then exits.
tLogTask 0 Message logging.

tExecTask Exeption handling.
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Summary

® Real-time multitasking requirements:

* Preemptive priority-based scheduler.
®* |Low overhead.

® Task properties stored in task’s TCB.
® OS control information (priority, stack size,
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Summary

® Task manipulation routines in taskLib:
* taskSpawn / taskDelete
* taskDelay

® taskSuspend / taskResume

® Task information
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PASCAL
semaphore = record
value: iInteger;
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PV

procedure p(var s:samephore);

{

s.value=s.value-1;
If (s.value<O0) asleep(s.queue);
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PV

asleep(s.queue); PCB s.queue

wakeup(s.queue); s.queue
s.value 1
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Semaphores

Overview

Binary Semaphores and Synchronization
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The synchronization Problem

myGetData ()

{
— requestData ();

waitForData ();
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The Synchronization Solution

® Create a binary semaphore for the event.

® Binary semaphores exist in one of two states:
® Full (event has occurred).
* Empty (event has not occurred).
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Binary Semaphores

SEM_ID semBCreate (options, intialState)

options Sepcify queue type (SEM_Q_PRIORITY or
SEM_Q_FIFO) for tasks pended on this
semaphore.
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Taking a Semaphore

STATUS semTake (semild, timeout)

semld The SEM_ID returned from semBCreate().

timeout Maximum time to wait for semaphore. Value
can be clock ticks, WAIT_FOREVER, or NO_WAIT.
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Taking a Binary Semaphore

task pends task unpends
until sem | timeout °
B > semTake()
9 returns ERROR
or timeout
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Giving a Semaphores

STATUS semGive (semlid)

® Unblocks a task waiting for semld.

® If no task is waiting, make semld available.
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Giving a Binary Semaphore

semaphore
made available
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Information Leakage

® Fast event occurrences can cause lost information.

® Suppose a VxWorks task (priority=100) is executing the
following code, with semld initially unavailable:

FOREVER
{
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Synchronizing Multiple Tasks

STATUS semFlush (semld)

® Unblocks all tasks waiting for semaphore.

® Does not affect the state of a semaphore.
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Semaphores

Overview

Binary Semaphores and Synchronization

Mutual Exclusion
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Mutual Exclusion Problem

® Some resources may be left inconsistently if accessed by
more than one task simultaneously.
® Shared data structures.
® Shared files.
¢ Shared hardware devices.

® Must obtain exclusive access to such a resource before
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Race Condition Example

tTaskl tTask2
;/ char myBuf(BU_SIZE); [* store data here
. = - %
2ata *  ntmyBufindex = -1; [ Index of last
3
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Solution Overview

® Create a mutual exclusion semaphore to guard the resource.

® Call semTake() before accessing the resource; call semGive()
when done.

Wi - B8
uml.org.cn

~R¥%io



Creating Mutual Exclusion Semaphores

SEM_ID semMCreate (options)

® options can be :

queue specification SEM_Q_FIFO or
SEM_Q_PRIORITY
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Mutex Ownership

® A task which takes a mutex semaphore “owns” it, so that no
other task can give this semaphore.

® Mutex semaphores can be taken recursively.

® The task which owns the semaphore may take it more than
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Taking a Mutex Semaphore

Y

task pends until
sem is given or
timeout
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Giving a Mutex Semaphore

ownership
count?
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tasks pended?

semaphore
made
available




Code Example - Solution

1 #include "vxWorks.h”

2 #include ” semLib.h”

3

4 LOCAL char myBuf[BUF_SIZE]; /* Store data here */
5 LOCAL int myBuflndex =-1; /* Index of last data */
6 LOCAL SEM_ID mySemid;

7
8 void myBufinit ()
9 {
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Deletion Safety

® Deleting a task which owns a semaphore can be catastrophic.

® data structures left inconsistent.
® semaphore left permanently unavailable.
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Priority Inversion

tHigh  tMedium
unblocks unblocks semTake( )

\
High Priority Pended Pended
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e T1 T2 T3 T3
T1 T3
T1 T3

T2 T3
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Priority Inheritance

® Priority inheritance algorithm solves priority inversion problem.

® Task owning a mutex semaphore is elevated to priority of highest
priority task waiting for that semaphore.
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Priority Inversion Safety

tHigh  tMedium
unblocks unblocks semTake( )
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Avoiding
Mistakes

® Itis easy to miuse mutex semaphores, since you must protect all
accesses to the resource.

® To prevent such a mistake

Write a library of routines to access the resource.
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Caveat - Deadlocks

SEMTAKE(SEMUAZ 12 L)oo ssss s ssss s ssssees
.......................................................................................... semTake(Semldd,z1). .

Y000 _ wng -
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Other Caveats

® Mutual exclusion semaphores can not be used at interrupt time.
This issue will be discussed later in the chapter.

® Keep the critical region (code between semTake( ) and
semGive()) short.
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Common Routines

® Additional semaphore routines :

semDelete( ) Destroy the semaphore.semTake( ) calls for
all tasks pended on the semaphore return
ERROR.
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Semaphore Browser

® To inspect the properties of a specific semaphore insert the semaphore ID in the Browser’s
Show box, and click on Show.

Attributes
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Locking out Preemption

® When doing something quick frequently, it is preferable to lock the
scheduler instead of using a Mutex semaphore.

® CalltaskLock() to disable scheduler.

® CalltaskUnLock() to reenable scheduler.
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ISR’s and Mutual Exclusion

® |[SR’s can’'t use Mutex semaphores.

® Task sharing a resource with an ISR may need to disable interrupts.

® To disable / re-enable interrupts :
int intLock()
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Summary

Binary Mutual Exclusion

semBCreate semMCreate
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Summary

® Binary semaphores allow tasks to pend until some event occurs.

® Create a binary semaphore for the given event.

® Tasks waiting for the event blocks on a semTake().

® Task or ISR detecting the event calls semGive() or semFlush().
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Summary

® Mutual Exclusion Semaphores are appropriate for obtaining access to
a resource.

* Create a mutual exclusion semaphore to guard the resource.
* Before accessing the resource, call semTake().

* To release the resource, call semGive().

® Mutex semaphores have owners.
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Summary

® taskLock()/taskUnLock():

® Prevents other tasks from running.

* Use when doing something quick frequently.

® Caveat : keep critical region short.
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Now
Have a rest
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Intertask Communication

Introduction

Shared Memory
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Overview

® Multitasking systems need communication between tasks.

® Intertask communication made up of three components :

e Data/information being shared.

® Mechanism to inform task that data is available to
read or write.
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Shared Memory

tTaskA

tTaskB
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LOCAL SEM_ID fooSem;

LOCAL FOO_BUF fooBuffer;

fooLib.c




Message Passing Queues

® VxWorks pipes and message queues are used for passing
messages between tasks.

® Both pipes and message queues provide :

Ca
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Intertask Communication

Introduction

Shared Memory
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Overview

® All tasks reside in a common address space.

® User-defined data structures may be used for Intertask
communication :

* Write a library of routines to access these global or
static data-structures.
: :
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Linked Lists

® |IstLib contains routines to manipulate doubly linked lists.

List User node 1 User node 2

’| NODE ’| NODE
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Ring Buffers

® rnglLib contains routines to manipulate ring buffers
(FIFO data streams)
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Intertask Communication

Introduction

Shared Memory

Message Queues
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Message Queues

® Used for intertask communication within one CPU.
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Creating a Message Queue

MSG_Q ID msgQCreate (maxMsgs, maxMsgLength,

options)
maxMsgs Maximum number of messages on the
queue.
maxMsgLength Maximum size in bytes of a message on

Wi - B8
uml.org.cn

~R¥%io



Sending Messages

STATUS msgQSend (msgQId, buffer, nBytes, timeout,

priority)
msgQld MSG_Q_ID returned by msgQCreate( ).
buffer Address of data to put on queue.
nBytes Number of bytes to put on queue.
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Message Sending Examples

char buf[BUFSIZE];
status = msgQSend (msgQld, buf, sizeof(buf), WAIT _FOREVER,

MSG_PRI_NORMALY); /
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Recelving Messages

int msgQReceive (msgQld, buffer, maxNBytes,timeout)

msgQId Returned from msgQCreate().

buffer Address to store message.

MaxNBytes Maximum size of message to read from
queue.
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Deleting a Message Queue

STATUS msgQDelete (msgQld)

® Deletes message queue.
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Gathering Data with Message Queues

Input
device

poll task
or ISR

O |devij devici| deviil device| Jtonsume
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Client-Server model with Message Queues

Server
Task

this ii this is " this iH this is ZI
m
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Client-Server Variations

How would the previous code example change if :

® The client needs a reply from the server ?
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Message - Queue Browser

® To examine a message queue, enter the message queue ID
in the Browser’'s Show box, and click on Show.

mv152-external@mekong: Mempart Ox3ff988
Attributes
options = PRIORITY
maxMsgs = 10
maxLength = 100
sendTimeouts = 0
recvTimeouts = 0
Receivers Blocked
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POSIX

e POSIX mgPxLib POSIX
Wind

. POSIX mqPxLibInit()
VxWorks
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POSIX Wind

Wind

POSIX

32
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Pipes

® Virtual I/0O device managed by pipeDrv.

® Built on top of message queues.

® Standard I/O system interface (read / write).
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Creating a Pipe

STATUS pipeDevCreate (name, nMessages, nBytes)

name Name of pipe device, by convention use
“/Ipipel/yourName”.

Wi - B8
uml.org.cn

~R¥%io



Example Pipe Creation

-->pipeDevCreate (“/pipe/myPipe”,10,100)

value = 0 = Ox0

-->devs
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Reading and Writing to a Pipe

® To access an existing pipe, first open it with open().

® To read from the pipe use read().

® To write to the pipe use write().
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Message Queues vs. Pipes

® Message Queue advantages :
* Timeouts capability.
* Message prioritization.

* Faster.
* show().
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Summary

® Shared Memory
® Often used in conjunction with semaphores.
® |stLib and rngLib can help.

® Message queues :

msgQCreate()
mngSend_( )
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Memory Layout

LOCAL_MEM_LOCAL AD —
RS

RAM_LOW-ADRS

VxWork

S
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Target Server Memory Pool

® A pool of memory on the target reserved for use by the Tornado tools :

* Dynamic loading of object modules.
Spawning task from WindSh or CrossWind.
® Creation of variables from WindSh.

® The target server manages the pool, keeping overhead such as block
lists on the host.
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System Memory Pool

® Used for dynamic memory allocation in programs :

malloc().
Creating tasks (stack and TCB).
* VxWorks memory requests.

® Initialized at system startup.
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Allocating / Releasing Memory

® To dynamically allocate memory :
void *malloc (nBytes)

Returns a pointer to the newly allocated memory or NULL
on error.

® Uses first-fit algorithm.
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Debugging Options

® Default malloc() debugging : If request too large,
log an error message.

® Default free( ) debugging :

® Check block for consistency.
® |f corrupted: suspend task, log error message.

® Can change default debugging options with :
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Examining Memory

® Use the browser.

® Enter the memory partition ID in the Show box.

mv152-external@mekong: Mempart Ox
Total
bytes = 3870840
Allocated
blocks = 86
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Additional System Memory
Management Routines

void *calloc(nElems, size ) Allocate zeroed memory for an array.

void *realloc(ptr,newSize) Resize an allocated block. The block
may be moved.
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Fine Tuning

® For fast, deterministic allocation of fixed size buffers,
use message queues instead of malloc().

message queue
é

bufGet( )

bufReturn()
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Generic Partition Manager

® VxWorks provides low level routines to create and
manipulate alternate memory pools.

® High level routines like malloc() and free() call these
lower level routines, specifying the system memory pool.

® A

lication may use alternate memory partitions to reduce
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Creating a memory Partition

PART _ID memPartCreate (pPool, size)

pPool Pointer to memory for this
partition

size Size of memory partition in
bytes.

® Returns a partition id (PART _ID) or NULL or error.
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Managing Memory Partitions

® System partition management routines call routines listed
below, specifying the PART _ID as memSysPartld.

Generic System Memory Pool
memPartAlloc() malloc()
memPartFree() free()
memPartShow memShow
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Example Creating a Memory Partition

-->partld=memPartCreate(pMemory, 100000)
new symbol “partld” added to symbl table.

partld = 0x23ff318 : value = 37745448 = 0x23ff328 = partld +
0x10

-->ptr=memPartAlloc(partid, 200)

new symbol “ptr” added to symbl table.
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Summary

® Standard C routines used for dynamic memory allocation.

® To configure the system memory pool :

* Modify sysPhysMemTop()
* Modify USER_RESERVED RAM
* Modify memAddToPool()
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Exceptions, Interrupts and Timers

Exception Handling and Signals

Interrupt Service Routines
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(Signals)

e VxWorks
ISR
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(Signals)

sigvec() sigaction()
IntConnect() (ISR)
kill()
sigsetmask() sigblock sigprocmask()
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POSIX 1003.1b UNIX BSD
signal() signal()
kill() kill()
raise()

N/A
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int sigvec

@ sig, [* */
const  struct sigvec *pVec, /[* */
struct  sigvec *pOvec [* */

)

int kill
(int tid,
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Signals

normalCode() mySignalHandler()

{ {
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UNIX: UNIX vs. VxWorks Slgnals

® Signal is ignored if no handler is installed

® “Automatic function restarting

Pend Q Ready Q

o

semTake(....OrgDelay)
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Caveats

® Signals are not recommended for general intertask
communication. A signal :

* May be handled at too high a priority if it arrives during a
priority inheritence.

® Disrupts a task’s normal execution order.(It is better to create
two tasks, than multiplex processing in one task via signals.)
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Registering a Signal Handler

® To register a signal handler

signal (signo.handler)

signo Signal number.

handler Routine to invoke when signal arrives
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Signals and Exceptions

® Hardware exceptions include bus error, address error,
divide by zero, floating point overflow, etc.

® Some signals correspond to exceptions (e.g., SIGSEGV
corresponds to a bus error on a 68K; SIGFPE correponds
to various arithmetic exceptions).
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The Signal Handler

® If an exception signal handler returns :
® The offending task will be suspended.
* A message will be logged to the console.
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Exceptions, Interrupts and Timers

Exception Handling and Signals

Interrupt Service Routines
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VxWorks
( )

o VxWorks intConnect() C

STATUS intConnect
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intConnect()

intContext()
intCount()

IntLevelSet()
intLock()

© uml.org.cn
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. ISRs

. ISRs
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ISR

. malloc free

. VxWorks /O
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Interrupts

® Interrupts allow devices to notify the CPU that some event
has occured.

® An user-defined routine can be installed to execute when
an interrupt arrives.

@® This routine runs at interrupt time. It is not a task.
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Device Drivers

® Use interrupts for asynchronous I/O
® Are beyond the scope of this course

® For more information:

intArchLib To install user defined ISR'’s.
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Handling an interrupt

Interrupt Interrupt Service
Vector Table Routine(ISR)

handler

save registers
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User ISR

myISR()
{



-Wide Priority
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Interrupts and Priorities

interrupt

interrupt

interrupt

i
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Interrupt Stack

® Most architectures use a single dedicated interrupt stack

® Interrupt stack is allocated at system start-up.

® The Interrupt stack size is contolled by the macro
INT_STACK_SIZE in config All.h
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ISR Restrictions

® No tasks can run until ISR has completed

® |SRs are restricted from using some VxWorks facilities.
In particular they can’t block :

®* Can't call semTake().
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ISR Guidelines

® Keep your ISRs short, because ISRs :

* Delay lower and equal priority interrupts.
* Delay all tasks
® Can be hard to debug

® Avoid using floating-point operations in an ISR.
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Typical ISR

® Read and writes memory-mapped 1/O registers.

® Communicates information to a task by :

* Writing to memory

* Making non-blocking writes to a message queue.
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Debugging ISR’s

® To log diagnostic information to the console at interrupt time.
logMsg(‘‘foo = %d\n”’, foo, O, O, O, 0, O, 0);

Sends a request to tLogTask to do a printf( ) for us

® Similar to printf( ), with the following caveats :
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Exceptions at Interrupts Time

@® Causes a trap to the boot ROMs.

® Logged messages will not be printed.

® Boot ROM program will display an exception description on reboot.
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Exceptions, Interrupts and Timers

Exception Handling and Signals

Interrupt Service Routines
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Timers

® On board timers interrupts the CPU periodically.

® Allows user-defined routines to be executed at periodic intervals
which is useful for :

¢ Polling hardware.
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System Clock

® System clock ISR performs book-keeping:

* Increments the tick count (use tickGet() to examine the
count ).

® Updates the delatys and timeouts.
® Checks for round robin rescheduling.

® These operations may cause a reschedule.
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Watchdog Timers

® User interface to the system clock.

® Allows a C rioutine to be connected to a specified time delay.

® Upon expiration of delay, connected routine runs.

® As part of system clock ISR
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Creating watchdog Timers

® To ceate a watchdog timer :

WDOG_ID wdCreate()

Returns watchdog id, or NULL on error.

® To start (or restart) a watchdog timer :
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Using Watchdog

® To use watchdogs for periodic code execution :

wdld = wdCreate();
wdStart ( wdld, DELAY_PERIOD, myWwdTsr, O )
void myWdlsr ( int param)

{
dort(param);

wdStart wdld, DELAY PERIOD, mywdlsr, 0);
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Missed Deadlines

To recover from a missed deadline :

WDOG_ID wdld;
void foo(void)
{
wdld = wdCreate( );
/* Must finish each cycle i1in under 10
seconds */
FOREVER
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Stopping Watchdogs

® To cancel a previously started watchdog :

STATUS wdCancel ( wdld)

® To deallocate a watchdog timer ( and cancel any
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Watchdog Browser

® After creating, but prior to activating the watchdog, the Browser
provides minimal information :

v :i_  Browser phobos@ypuriue_ Wit COom
IDhi-E:-l::l: Information ~ | L I'LIJ'I THI
[iect | | Stow |
stalc —-ou—_ar_o
tick= =0
rowine =0
parameter = 1

® After activating the watchdog, more useful information is provided :

-:'::i:':- Hrowser Do sl guraguE Wit COmE

IElbiE:l::t InFormatior - |

|wc|1

state = IN O
ticks = 83
routine = 0x22a
parameter = Ox3ffdfc
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Polling Issues

® Can poll at task time or interrupt time.

® Interrupt time polling is more reliable .

® Task time polling has a smaller impact on the rst of the system.
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Polling Caveats

® The following code is accurate only if the system clock
rate is a multiple of 15hz :

void myWdISR ()

{
polIMyDevice() ;

wdStart (myWdld, sysClkRateGet )/15, 0) ;
}
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Auxillary Clock

® For high speed polling, use the auxillary clock.

® Precludes using spy, which also uses the auxillary clock.

® Some routines to manipulate auxillary clock :
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Summary

® Using signals for exception handling :

* signal()

o exit()

* taskRestart()
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Summary

® Ppolling with timers :

low speed high speed
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/O System

Introduction

Basic I/O
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/O System Interface

I/O System xxDriver

creat() xxCreat( )

xxOpen()

open()
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/O System Benefits

® Simple interface

® Standard (portable) interface
® Select()
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Driver Installation

® A device driver must be installed in the I/O system.

® Then VxWorks can call driver-specific routines
when generic routines are called: e.g. calling
xxRead() when read( ) is called on an XX device.

® |Installation done automatically for VxWorks drivers
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Device Creation

® Each device driver has a device creation routine:

Pipes Created at your request with
pipeDevCreate().

Serial devices Created automatically at system
start up (via ttyDevCreate()).

Remote file systemsSee Network Basics Chapter
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Devices

-> devs
drv name
0 /null
1 ItyCo/0
1 /tyCo/1
4

columbia:
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/O System

Introduction

Basic I/O
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File Descriptors

® Integer that identifies a file (file or device).
® Assigned by open() orcreat() .

® Used by read(), write(), ioctl() and close() to
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Standard Input, Standard Output, and
Standard Error

® The first three file descriptors are predefined by the system
and are never reassigned by the system.

reserved<
file descriptors

STD_IN
STD_OUT File Descriptor
STD_ERR Table

w [N |- |O
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Standard Input, Output, and Error

® By default, these are directed to the console at system startup.

® Global assignments may be changed using:

Void ioGlobalStdSet(stdFd, newFd)
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Accessing Files

Int open (name, flags, mode)

name  Name of file to open.

flags Specifies type of access:
O_RDONLY Open file for reading only.
O_WRONLY  Open file for writing only.
O_RDWR Open for reading and writing.
O_TRUNC Truncate file on open.
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Examining the File Descriptor Table

-> josFdShow
fd name drv
3 /ItyCol/0 1
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Closing Files

STATUS close(fd)

fd File descriptor returned from open( ) or creat()

® Flushes buffers.
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Read / Write

int read (fd, buffer, nBytes)
int write (fd, buffer, nBytes)

fd File descriptor returned by open() or creat().

buffer Address of buffer. Will be filled on a read,
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loctl

int ioctl (fd, command, arg)

fd File descriptor returned from open( ) or creat( ).

command Integer identifying some driver specific command.
Symbolic constants typically used.

Wi - B8
uml.org.cn

~R¥%io



loctl() Examples

® To setthe baud rate of a serial device:

status = ioctl (fd, FIOBAUDRATE, baudRate);

® To find the number of messages in a pipe:

status = ioctl (fd, FIONMSGS, &nMsgs);
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Setting Options for a Serial Device

status =ioctl (fd, FIOSETOPTIONS, option);

Symbolic constants for options may be OR’ed:

1 OPT_ECHO Echo of input.

2 OPT_CRMOD Convert \n to CR-LF on output.
4 OPT_TANDEM Implement S / *Q flow control.
8 OPT_7_BIT Strip parity bit from 8 bit input.
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/O System

Introduction

Basic I/O
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Overview

select()

pipe,
socket,
or serial port
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select()

o select FD CLR FD_ISSET FD SET FD ZERO 1/0
o intselect(
int width, [*number of bits to examine from 0*/
fd_set *pReadFds, [*read fds*/
fd_set *pPWriteFds, [*write fds*/
fd_set *pExceptFds, [*exception fds unsupported*/
struct timeval *pTimeout [*max time to wait ,NULL=forever*/
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struct fd_set

® used by select() to specify file descriptors.

® Conceptually an array of bits, with bit N corresponding to
file descriptor N.

® Manipulated via a collection of macros:

kR - EiE

uml.org.cn

~R¥%io




Select

int select(width, pReadFds, pWriteFds, pExceptFds, pTimeOut)

width Number of bits to examine in pReadFds and pWriteFds.
pReadFds struct fd_set pointer for the file descriptor we wish to read.
pWriteFds struct fd_set pointer for the file descriptor we wish to write.
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/O System

Introduction

Basic I/O

Standard 1/O
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Standard 1/O

Application \4

fioLib
v floRead()
Basic 1/0 Routines printf( )
(device independent) sprintf()
read( ), < -
write( )
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Standard I/O Functions

® ansiStdio functions include:

fopen() opens a stream to a device or file.
fclose() closes a stream.
fread() reads data into an array.
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File Pointers

® ansiStdio routines use file pointers (pointers to FILE data structure)
instead of file descriptors. The FILE data structure, typedef'ed in
stdio.h, contains :

® The underlying file descriptor.
* Pointers, etc., for managing the file buffers.

® stdin, stdout, and stderr are file pointers created using file descriptors
0,1, and 2.
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Standard I/O Buffers

Private buffers minimize driver access:

myBuf

stdio buffer

device driver
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Standard 1/O Library Caveats

® Stdio buffers not protected with semaphores. Two tasks
should not use the same fp at the same time.

® stdio library contains routines and macros.
* Breakpoints cannot be set on macros.
* Routines useful for access from the shell.
®* Macros override routines when including stdio.h.
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Other ANSI Libraries

Manual PagJa Header File

© uml.org.cn

Description| Examples
ansiCtype ctype.h Character testing | isdigit( )
and conversion. |isalpha()
toupper()
ansiString string.h String strlen()
manipulation strcat()




Formatted 1/0O

Application \4

Buffered 1/0O: ANSI
stdio
v fread()
Basic I/0 Routines fwrite( )
(device independent) /
read( ), <
write( )
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Formatted 1/O

® fioLib contains routines for non-bufferd formatted 1/O.

® Includes printf() and sprintf() which are normally part
of stdio.
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Buffered Vs. Non Buffered I/O

Destination

Buffered I/O
(ansiStdio)

Unbuffered I/O
(fioLib)

stdout

fprintf(stdout, ...)

printf(...)

Wi - B8
uml.org.cn




UNIX and VxWorks - I/O Comparison

® Similarities:
® Source code compatible..

® Devices haave names like files.

® Concept of current directory.

® Concept of stdin, stdout, stderr.
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Summary

® Basic I/O routines:

open() close()
read() write()
loctl() creat()

® Buffered I/O (ansiStdio) built on top of basic 1/0 using
file pointers:

fopen() fclose()
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Now
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Local File systems

Overview

DOS File System
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File Systems

Application \ T

Buffered 1/O: stdio fioLib
v fioRead()
i - fread( ) printf( )
Basic I/O Routines fwrite :
(devicen independent] O sprintf()

read( ) / /

write( )

A
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Local File Systems

® Available block device drivers :

ramDrv Makes memory look like a disk
scsiLib Supports SCSI random-access devices.
xXDrv Third Party block drivers.
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Initialization and Use

Block device creation routines

ramDevCreate( ) scsiBlkDevCreate( ) xxXDevCreate()

— ecoev L

Local file system initialization routines
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Creating a RAM Disk

BLK_DEV * ramDevCreate ( ramAddr , bytesPerBlk ,
bytesPerTrack , nBlocks , blkOffset )

ramAddr Memory location of ram disk ( 0 = malloc() ).

bytesPerBlk Number of bytes per block.

blksPerTrack  Number of blocks per track.
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A Simple Example

-> pBlkDev = ramDevCreate(0,512,400,400,0)
-> dosFsMkfs (““/RAM1” , pBlkDev)

[* Create and write to a file. Flush to RAM disk */
-> fd = creat(*“/RAM1/myfile”,2)

-> writeBuf = “This 1s a string.-\n”
-> write(fd,writeBuf,strien(writeBuf)+1)
-> close(fd
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Local File systems

Overview

DOS File System
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DOS File System

® Hierarchical file system

® Restrictive file names.

® Compatible with MS-DOS file systems up to release 6.2.
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Configuring dosFs

® Define INCLUDE_DOSFS, in configAll.h , ( excluded by
default ).

® Maximum number of dosFs files that can be open at a
time with NUM_DOSFS_FILES ( default of 20 defined

in configAll.h ).
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Caveat : Data Integrity

® To improve performance, FAT and directory changes are not
flushed to disk immediately.

® To flush FAT and directory changes (before removing media) ,
use dosFsVolUnmount().

® Alternatively , set options in the dosvc_options field of a
artition’s DOS_VOL_CONFIG structure :
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Caveat : DOS file names

® By default, standard 8 + 3 DOS file names are used.

® Enable UNIX - style file names by setting

DOS _OPT_LONGNAMES option bit in
DOS _VOL_CONFIG data structure.
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Caveat : PC Compatibility

® A disk initialized on a PC will work with VxWorks.

® For PC compatibility, a disk initialized with VxWorks

® Must use correct media byte.
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Configuration : New File System

To create a new DOS filesystem with custom
configuration parameters :

1. pBIkDev = xxDevCreate(...);

2. Initialize DOS_VOL_CONFIG structure.
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Configuration : New Filesystem

To create a new DOS filesystem with default
configuration parameters :

1. pBIkDev = xxDevCreate(...);

2. dosFsMkfs( “/DOS”, pBlkDev);
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Configuration : Using an Existing File System

® To remount an existing file system :

1. pBlkDev = xxDevCreate(...);

2. pDesc = dosFsDevInit( “/DOS”, pBlkDev , NULL );
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Contiguous File Support

® To pre-allocate contiguous disk space for a file :

joctl (fd , FIOCONTIG,numBytes )

Must be called before anything is written to file.

® Example:
fd = creat(“/dosl/myDir/myFile”, O RDWR );
ioctl ( fd , FIOCONTIG , 0x10000 );
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Local File systems

Overview

DOS File System

Raw File System
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Introduction to the Raw File System

® Wind River Systems defined.
® Fastest, least structured file system.

® Handles device (partition) as one file.

®* Analogous to the UNIX raw interface to a block device.
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Configuring the Raw File System

® Define INCLUDE_RAWEFS in configAll.h (excluded
by default ).

® Maximum number of rawFs files that can be open
at a time controlled by NUM_RAWFS_FILES
default of 5 is defined in configAll.h.
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Raw FS Initialization

® To initialize a raw device :
raw FsDevinit (devName , pBlkDev )

devName Name of raw file system device being created.
pBlkDev Pointer to the BLK_DEV returned from
xxDevCreate().

Returns NULL on error.
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Local File systems

Overview

DOS File System

SCSI Devices
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SCSI Overview

® SCSI - Small Computer System Interface.

® ANSI standard providing device independence.

® All devices “speak the same language.”
® Less driver writing is required.
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SCSI Bus

LUN =3
Controller
BusIld =6 —
0p)
@) BusId=6
n Busld=5 LUN=5
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SCSI -1 Restrictions

® VxWorks must be the sole initiator.

Only SCSI | random-access block devices conforming to the
Common Command Set is supported.

® Disconnect/ reconnect is not supported.
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SCSI -1 Support configuration

® To configure VxWorks for SCSI-1 support , selectively define the appropriate
macro(s) by moving them outside the # if FALSE block in
wind/target/config/bspName/config.h :

# 1T FALSE
# define INCLUDE_SCSI
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SCSI -2 Features

® Supports all mandatory features of the SCSI-2 protocol ,
and many optional features.

® SCSI - 2 features not supported by SCSI-1 :

® Multiple Initiators.
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SCSI -2 Support configuration

® Toinclude SCSI-2 support , the macro INCLUDE_SCSI2 (as well as
INCLUDE_SCSI) must be defined in wind/target/config/target/config.h

® INCLUDE_SCSI2 must be defined before the include control line for the
BSP header file bspName.h

# define INCLUDE_SCSI2
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Initializing SCSI Block Devices

Include SCSI-2 Support in VxXWorks
#define INCLUDE_SCSI2

—— psyssesion L

Initialization of SCSI Peripheral

scsiPhysDevcreate(pSysScsiCtrl,buslid,LUN,...)
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Configuration of SCSI Devices

® When support for SCSI is enabled, the system initialization
code will :

® |nitialize SCSI controller.
® Configure SCSI peripherals.

® Peripheral configuration call chain :

* usrRoot() => usrScsiConfig() => sysScsiConfig()
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Configuration : Hard Disks

0 /* configure Winchester at busld=2 , LUN= Bus Id
1 1 T((pSpd20=
2 scsiPhysDevCreate(pSysScsiCtrl,2,0,0,NONE,0,0,0))
3 == (SCSI_PHYS DEV *) NULL)
4 { LUN
5 SCSI_DEBUG_MSG(*“usrScsiConfig:”\
6 “scsiPhysDevCreate failed. \n”); Size
7 return ERROR; ffset
8 ¥
9 /* create block devices */

10 1 F(((pSbdO=scsiBlkDevcreate (pSpd20,0x10000,0))==

11 NULL) ||

2

Wi - B8
uml.org.cn



Initializing SCSI Sequential Devices

Include SCSI-2 Support in VxXWorks
#define INCLUDE_SCSI2

—— psyssesion L

Initialization of SCSI Peripheral

scsiPhysDevcreate(pSysScsiCtrl,buslid,LUN,...)
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Sequential Devices

SEQ DEV *scsiSegDevCreate (pScsiPhysDev)

pScsiPhysDev pointer to a SCSI_PHYS_ DEV structure
returned by scsiPhysDevCreate( )

® Returns a pointer to a SEQ_DEYV structure describing the
sequential device , or NULL on error.
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The Tape File System

® To access a sequential device create a tape file system.

Can be configured for fixed block size transfers or variable
size block transfers.

® No directory structure. No file names used.
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Tape File System Initialization

TAPE_VOL _DESC * tapeFsDevinit (devName,
pSegDev , pTapeConfig )

devName Volume name of tape file system
device being created.

pSeqgDev Pointer to a SEQ_DEV returned
from sequential device creation routine.
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Configuration : Sequential Devices

/* configure Exabyte 8mm tape drive at busld=4 , LUN=0 */
1T((pSpd40=scsiPhysDevCreate

(pSysScsicCtrl ,4,0,0,NONE,0,0,0))

== (SCSI1_PHYS DEV *) NULL)

{
SCSI_DEBUG_MSG(*“‘usrScsiConfig:\”

’scsiPhysDevCreate failed. \n);
return (ERROR);
}
10 /* configure the sequential device for this physical device */
11 1 F(((pSdO=scsiSeqDevcreate (pSpd40))
== (SEQ_DEV *)NULL)

©OCoO~NOOTHS WNPEP
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Debugging Tools

-> scsiShow
ID LUN Vendorld Productld Rev. Type Blocks BIkSize scsiPhysDe

5 O ARCHIVE VIPER 150 21247-005 1R 0] 0] OX003CF654

® \When first starting out , define SCSI_AUTO_CONFIG in
wind/target/config/target/config.h.

¢ Calls scsiPhysDevCreate( ) for each bus Id and LUN.
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Summary

® DOS and RAW file systems for :
* RAM disk.
®* SCSl devices.
® Custom block devices.

® SCSI-1 device support for :
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Network Protocols

® Machines on a network must agree to exchange data in
some standard way.

® Internet protocol suite (also called TCP / IP) provides system
independent protocols.

® VxWorks implementation of TCP / IP protocol suite is based
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Simple Network

4 ===
_—
UNIX
Fileserver
VxWorks
\, Target
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Terminology

® Each node on the network is a “host”. Not to be confused
with VxWorks host / target relationship.

® Internet is an ambiguous word :

Internet Protocol Suite A collection of protocols for
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Complex Network (Internet)

- B

routers
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Shared Memory Network Overview

VMEbus Network
100.0.0.0

100.0.0.1 100.0.0.2
90.0.0.2
90.0.0.3 |VxWorks VxWorks
0
UNIX CPUO CPU1
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Network Services

® VxWorks network services include :

® Remote file access

®* Remote login
([

Remote command execution
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Network Non-Determinism

TCP / IP is non-deterministic because

of :
® Ethernet collisions

® VMEbus spin locks
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Networking

Introduction

Configuring The Network

Remote Login
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Routing

® If client and server are on different networks, data passing
between them must be routed.

® Internet routing algorithm :

if (destination on a directly attached network)
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Internet Addresses

® Internet addresses written in “dot” notation
90.0.0.70

® Internally stored as 4 byte integer
0x5a000046
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Internet Address Classes

Class

0 network host
A 7 bits 24 bits
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Internet Address Examples

90.1.2.4 90.3.6.8

CLASS B 128.11.0.0 Network
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Assigning Internet Addresses

Network Prefixes

® Must be unique for each network on an internet.

® Assigned by adminstrator of that internet.

®* |n an isolated environment, there is no restriction on
network prefix.

® |f connected to the Internet, network prefix must be



Subnets

® At a large site, many physical networks are needed :

®* To improve network performance

® To make administration easier.

® Adding a new network normally requires obtaining a new

kR - EiE
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Subnet Example

130.10.2.0 subnet

130.10.2.
5

subnet mask :
OxffffffO0
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130.10.0.

router to
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InetLib

Routines for manipulating internet addresses :

inet_addr() Converts dot notation internet address to an
integer.

inet_Inaof( ) Returns the host portion of an internet

address.
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Host Names

® To associate a name with an internet address :

hostAdd (hostName,
hostAddr)
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Example

-->hostAdd “styx”, “147.11.1.80”
value = 0 = Ox0

-->hostAdd “nelson”, “147.11.1.80"
value = 0 = 0x0

-->hostShow

hostname inet address aliases
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Routing Tables

192.15.2.0
192.15.2.1 ‘ 192.15.2.22‘
epimetheu janus mimas
S

‘ 65.0.0.1 ‘ 65.0.0.3
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Adding Routes in VxWorks

® To add a route use :
route (destination, gateway)

Can use a host name or an internet address.

® Destination can be :
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A Debugging Tool

-->routeAdd “150.39.0.07, “147.11.54.254”

value = 0 = Ox0

-->routeShow

ROUTE NET TABLE

destination . gateway flags __Refent Use
150.39.0.0 147.11.54.254 3 0 0
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Testing Routes

® To check if a host is reachable :
STATUS ping (host, nPackets, options)

-->ping “columbia”, 1

columbia is alive
value = 0 = Ox0

-->ping “90.0.0.707, 1

no answer from 90.0.0.70
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Host Configuration

@® Associate host names with internet addresses in host table.
® Set up routing tables so that packets will be routed correctly.

® Speak with your network administrator!

® For more information, see :
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Remote Login and VxWorks

® Two protocols :

® rlogin (UNIX Host)
* telnet (internet protocol)

® Gives access paths to VxWorks applications for sites without
Tornado interface.

Wi - B8
uml.org.cn



Remote Login and Support Facilities

® Support routines must be linked into VxWorks.
* INCLUDE_RLOGIN rlogin server and client.
* INCLUDE _TELNET telnet server.

® Remote login also requires the target resident shell.
* INCLUDE_SHELL
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Executing Remote Commands

/ \ VxWorks
( Q
— :
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UNIX : Remote Command Execution

int rcemnd (host, remotePort, localUser, remoteUser, cmd, pFd2)

host

remotePort
typically
localUser

remoteUser

Wi - B8
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Host name or inet number.

Remote port number to connect to,
514(shell).

Name of local user.

User name on remote host.



UNIX : rcmd Example

-->unixDate = calloc (300,1)
unixDate = 0x23ff264 : value = 37744912 = 0x23ff110

-->aFd =rcmd(“ohio”,514,”debbie”,”debbie”,” date”,0)

newsymbol “aFd” added to symbol table.
aFd = 0x23fefal : value = 4 = O0x4
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Remote File Access

VxWorks comes with two drivers which allow access to files
on

remote machines.

® nfsDrv

® netDrv

Wi - B8
uml.org.cn

~R¥%io



NFS

Network File System (NFS) was developed by Sun Microsystems

® Allows efficient access to files. NFS transfers and buffers files in
pieces (usually 8 Kbytes).

® Remote file systems are mounted; then accessed as if they were
local file systems.
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NFS Overview

To access files on a remote machine using NFS :

1. Export server’s file system :

* Make a local file system available to remote host with appropriate
access permissions.

Wi - B8
uml.org.cn

~R¥%io



1. Exporting the File System

® NFS servers only export local file system

%mount e

/dev/sdOa on / type 4.2
Qﬂgv/stg on / dino type

styx : /usr on /usr type nfs
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2. Mounting NFS Filesystems

STATUS nfsMount (host, fileSystem, localName)

host Name of remote host.

fileSystem Name of remote file system to mount
(must be exported by remote host).
localName Local device name for file system. If
NULL, uses fileSystem.
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Examining NFS Filesystems

To display al mounted NFS file systems :

-->nfsDevShow
device name file system
/usrNfs styx : lusr
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UNIX : 3. NFS Authentication

® For UNIX NFS servers, once file system is mounted client
can access files as if they were local after authentications are set.

® File access depends on :

User id.
* Group id.

® Default id’s specified in configAll.h :
#define NFS_USER_ID 2001
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UNIX : NFS Authentication

void nfsAuthUnixSet (hostName, uid, gid, ngids, aup_gids)

hostName Remote host name.

uid User id on hostName.

gid Group id on hostName.

ngids Number of gids listed in aup_gids.
aup_gids Array of additional group id’s.
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netDrv

® netDrv allows access to remote files :
* Entire file read into target memory on open().

* read()/write() act on copy of file in memory.
* File not written to remote host until close().

® Can't access large files (constrained by available memory).
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Creating network Devices

STATUS netDevCreate (devName, host, protocol)

devName

host

previous

protocol

Wi - B8
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VxWorks

Local name of device to create. By
convention, ends with ‘.’

Name of remote machine (from
hostAdd()).

Protocol to transfer files to / from
(0=RSH or 1=FTP).



Permissions

® FTP file access requires a name and a password :
-->jam “team8” , “team8Password”

® RSH file access permission requires : (UNIX host)

* A user name to be sent on the target.
-->jam “team8”

®* Target must be trusted to verify user name without a password.
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UNIX : netDrv Protocol Comparison

® Advantages of FTP over RSH :
* FTP is part of the TCP / IP protocol suite, so is available on all
networked hosts.

* FTP is faster on open / close; since there is no shell delay.
* FTP server supplied with VxWorks.

® Advantages of RSH over FTP :
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netDrv vs. nfsDrv

® Advantages of nfsDrv over netDrv :

Reads and writes only needed parts of the file.
Can access arbitrarily large files.

open() and close() much faster.

Can use dirLib routines.

Can flush file changes with FIOSYNC.

® Advantages of netDrv over nfsDrv :
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Accessing Files on VxWorks

Requires a file server :

® VxWorks supplies FTP and NFS servers.
® VxWorks does not supply RSH server.
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NFS Server Overview

® Allows remote hosts to access a target’s file system using NFS protocol.

® Only DOS file system is supported.

® Define INCLUDE_NFS_SERVER in configAll.h
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1. Creating A Mountable File System

® Enable the DOS_OPT_EXPORT configuration option, before initializing
a DOS file system to support remote access.

® Example:
[* Configure Block Device */
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2. Exporting A File System

To allow remote systems access to local file system :

nfsExport (name, fsld, rdOnly, notUsed)

name File system name.

fsld NFS export Id number - Use 0 for
NFS to create an ID.

rdOnly TRUE = mountable read only.

FALSE = mountable read write.
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3. Accessing File System From A
Remote Host

® To mount the VxWorks file system on a remote host, use :
mount -F nfs node:fileSystem directory

® Typically, superuser (root) privilege is required on UNIX systems to
mount a file system. (UNIX host)
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Caveats

® By default, no authentication is performed
® Only DOS file system supported.

® Standard DOS limitations apply:
* File naming restrictions.

* No symbolic links.
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VxWorks FTP Server

® Define the macro INCLUDE_FTP_SERVER in configAll.h or config.h.

® \When target is rebooted, should see tFtpdTask (server daemon) running.
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FTP Example - VxWorks to VxWorks

B VxServer — VxClient —
-->pBIkDev = ramDevCreate -->netDevCreate
(0, 512, 0, 400,/0) (“VxServer ", “VxServer”, L)
-->dosFsMkfs = (*/RAM1”, pBlkDev) -->fd = open(“VxServer:”
~->fd = creat(*RAM1/dataFile” 2) /RAML/dataFlle’,2)
_->wirte (fd, dataPtr, nBytes) -->getData (fd, dataBuf, maxSize)
-->close (fd
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FTP Example - VxWorks to UNIX

I VxServer B UNIX B
-->pBIkDev = ramDevCreate % FTP VxServcépent
(0, 512, 0, 400,/0) connected to VxServer.
~->dosFsMkfs = (/RAML", pBIkDev) name (vxServer : debble)
sfd = “ . ftp> cd /RAM1
>fd = creat(*RAM1/aFile”,2) fip> get dataFile
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NFS vs. FTP Server

® NFS advantages :
* Efficient file access.
® Configurable number of servers pre-spawned.

® FTP advantages:
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Summary

® Internet Protocol for node-to-node routing.

® Configuring the network :
® VxWorks : routeAdd( ), hostAdd().
® Configure host’s host routing tables.

® rlogin (UNIX host) and telnet support.
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Summary

netDrv devices created with netDevCreate( ).

Entire file is read into VxWorks on open( ), and not
updated until close().

Uses either RSH (UNIX host) or FTP for file transfer.
RSH requires name and entry in .rhosts. (UNIX Host)
FTP requires name and password.
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VxWorks Networking

® Network programming allows users to :

® Build services

® Create distributed applications
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Network Components Network Driver
/\
Tornado

NES rlogin| |telnet rsh ftp
tgtsvr

RPC

zbuf Sockets
AP

Ethernet
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Ports

® Abstract destination point within a node.

UDP
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Packet Encapsulation

data

\

UDP / TCP header

Application
I

data
IP header

!

UDP / TCP
I

Application
|

UDP / TCP header

data

}
P

ethernet header

IP header

UDP / TCP header

data
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Socket Overview

® Programmatic interface to internet protocols.
® Protocol specified when socket created ( e.g.,UDP or TCP).

® Server binds its socket to a well known port.

® Client’s port number dynamically assigned by the system.
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Ports

® Socket address consists of :
® An internet address ( hode socket is on).

® A port number ( destination within that node )

® Port identified by a short integer :
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Socket Address

® Generic socket address :

struct sockaddr

{

u_short sa_family ; [* address family */

char sa_data[14]; /[*protocol specific address data */
}s

® Generic address structure used by Internet Protocol :
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Network Byte Ordering

® Fields in the struct sockaddr_in must be put in network byte
order ( big - endian)

® Macros to convert long / short integers between the host and
and the network byte ordering :

hotnl() host to network long
hotns() host to network short
ntohl() network to host long
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Caveat - User Data

® To send data in a system independent way :

1.Sender converts data from its system-dependent format to
some

standard format.
2. Receiver converts data from the standard format to its
system-

® The stdRASAFEIHRAET&ED must handle :

* Any standard data types used ( e.q.,int, short, float, etc.).

Wi - B8
uml.org.cn

~R¥%io



Creating a Socket

int socket (domain , type , protocol)

domain Must be PF_INET
type Typically SOCK_DGRAM (UDP) or SOCK_STREAM (TCP)
protocol Socket protocol ( typically 0).
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Binding a Socket

® To bind a socket to a well known address

STATUS bind ( sockFd , pAdrs , adsLen)

sockFd Socket descriptor returned from socket()

pAdrs Pointer to a struct sockaddr to which to
bind this socket

Wi - B8
uml.org.cn

~R¥%io



Example Server Stub

#define PORT_NUM ( USHORT ) 5001
struct sockaddr_in myAddr;
int mySocket ;

mySocket = socket ( PF_INET, SOCK_DGRAM,0 );
If ( mySocket == ERROR)
return (ERROR) ;

OO0 ~NOOTLPA~ WN B

bzero (&myAddr, sizeof (struct sockaddr_in));
10 myAddr.sin_family = AF_INET;
11 myAddr.sin_port = htons (PORT_NUM) ;
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UDP Socket Overview

—

socket fds
— |l >

at saddr

< socket fdc
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Sending Data on UDP Sockets

Int sendto ( sockFd , pBuf , bufLen , flags,
pDestAdrs , destLen)

sockFd Socket to send data from.
pBuf Address of data to send.
bufLen Length of data in bytes.
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Receiving Data on UDP Sockets

int recvfrom (sockFd, pBuf, buflen, flags, pFromAdrs,

pFromLen)
sockFd Socket to received data from.
pBuf Buffor to hold incoming data.
buflen Maximum number of bytes to read.
flags Flags for special handling of data.
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TCP Socket Overview

® TCP is connection based (like making a phone call)

® Concurrent servers are often implemented.

SERVER
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TCP Server Overview

/ * master server * /
masterFd = socket (PF_INET, SOCK_STREAM, 0)
/ * fill in server’s sockaddr struct * /
bind (...) / * bind to well-known port * /
listen (...) /* configure request queue */
FOREVER

{

clientFd = accept (masterFd, ...)

taskSpawn (..., slaveSrv, clientFd, ...)

P OO0 ~NO Olh, WDN PP
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TCP Client Overview

[ * TCP Client */
fd = socket (PF_INET, SOCK_STREAM, 0)

/ * fill in sockaddr with server’s address * /

connect (fd, ...) /*request service * /

0O ~NOoO Ol WN B

write (fd, ...) / * send request * /
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Server Initialization

® Before accepting connections, server must :

® Create a socket (socket())

® Bind the socket to a well known address (bind())

® Establish a connection request queue :
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Accepting Conncetions

int accept (sockFd , pAdrs , pAdrsLen)

sockFd Servers socket (returned from socket()).

pAdrs Pointer to a struct sockaddr through which
the client’'s address is returned.

AdrsLen Pointer to length of address.
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Requesting Connections

® To connect to the server, the client calls:

STATUS connect (sockFd, pAdrs, adsLen)

sockFd Client’s socket descriptor.
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Exchanging Data

® read()/write() may be used to exchange data:

Server
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Cleaning up a Stream Socket

® When done using a socket, close() it :

* Frees resources associated with socket.
* Attempts to deliver any remaining data.
®* Nextread() from peer socket will return O.
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Setting Socket Options

® Options can be enabled on a per socket basis, including :

®* Don't delay write()’'s to coalesce small TCP packets.
®* Enable UDP broadcasts.

® Linger on close() until data is sent.

®* Dbind() to an address already in use.
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zbuf Socket API

® Improves application performance by minimizing data copies
through buffer loaning.

® Application must manage buffers.
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Network Programming

Introduction

Sockets

UDP Socket Programming

Wi - B8
uml.org.cn

~R¥%io



Overview

® RPC (Remote Procedure Call) provides a standard way to invoke
procedures on a remote machine.

® For more information about RPC :

* Appendix

® TCP/IP lllustrated Volume | (Stevens).
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RPC Client - Server Model

client server
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VxWorks and rpcgen

® rpcgen is a RPC protocol compiler.

® From a specification of the remote procedures, rpcgen creates :
* A client stub.
* A server stub.

* The XDR routines for packing / unpacking data structures. Not
created if all parameters / return_values are standard data types.

* A header file for inclusion by client and server.
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Summary

® Transport layer network Protocols:

TCP Stream oriented, reliable port-to-port communication.

UDP Packet oriented, non-reliable port-to-port
communication.

® Sockets as the interface to network protocols:
* UDP transport protocol.
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Overview

® After development is completed, you may need to:

® Exclude unneeded VxWorks facllities.

® Link application code into VxWorks.

* Modify VxWorks’s start-up code to spawn application tasks.
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Typical Steps

1. Exclude unneeded facilities from VxWorks.

2. Modify system start up code to spawn a task to initialize
your application.

3. Modify the target’'s Makefile to link your application code
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1. Scaling VxWorks

® To build a VxWorks image which includes a facility, the facility’s
corresponding macro(s) must be defined in either:

* wind/target/config/all/configAll.h (generic base configuration
- avoid modifying this file if possible).

* wind/target/config/bspName/config.h (target specific

configuration).
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Configuration Dependencies

® Some optional facilities depend on others (e.g., the
NFS facility requires RPC).

® wind/target/src/config/usrDepend.c checks these
dependencies and includes all required facilities.
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2. Modifying System Start-up Code

® usrRoot() in usrConfig.c:

* Executed by first VxWorks task.
* |nitializes system facilities.
® Start user application if macros defined appropriately :
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Example USER_APPL_INIT

® Define INCLUDE_USER_APPL

® Define USER_APPL_INIT to be a statement or block which
starts your application. You may make necessary declarations

within the block :

.h - Motorola MVME162 header */

/* mv162/confi
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3. Linking An Application with
VxWorks

Modify the Makefile in the target directory:

MACH_EXTRA = myCode.o

myCode.o: . ..
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4. Building VxWorks

® Use makefile in target directory to rebuild VxWorks or
boot ROMs:

® Go to the target directory.

®* make object

Wi - B8
uml.org.cn

~R¥%io



~R¥%io

Wi - B8
uml.org.cn

ROMable Objects

ROMable objects copy themselves into RAM before running.

Most of the ROMable VxWorks objects are compressed. An
exception to this is vxWorks_rom

If using large capacity ROM’s, may need to modify the constant
ROM_SIZE in both:



Downloadable Objects

® ROM boot code copied into RAM at RAM_LOW_ADRS,
bootstrap part decompresses rest to RAM_HIGH_ADDRS.

® VxWorks system image loaded at RAM_LOW_ADRS
(typically 0x1000).

ROM RAM
BootStrap
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Rebuilding Boot ROM’s

® If system image is large (>570 Kbytes, typically), downloading
will overwrite the booting code, failing while printing:

Loading . . . 400316 + 28744 + 23852

® May need change RAM_HIGH_ADRS in:
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Standard make Targets

7 uml.org.cn

TYPES OF VxWorks VxWorks

IMAGES “orach Standalone E?f{fmm
ROMable —_— vxWorks.st_ro bootrom
compressed -

ROMable

uncompresse vxWorks ro —_— bootrom_uncm

d ai P

ROM vxWorks.res_rom_nosymvxWorks.res_ro| bootrom_res




Additional Configuration

® Many other configuration changes are possible :

® Change the default boot line in config.h
® Change boot code in bootConfig.c.
* Modify I/0 system parameters in ConfigAll.h
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ROM-based VxWorks Start-up

1. _rominit in config/bspName/rominit.s

* Minimal initialization : mask interrupts, disable caches, set
initial initial stack, initialize DRAM access.

2. romStart() in config/all/bootnit.c

* Copy text / data segment(s) to RAM, clear other RAM.
Decompress if necessary.

3. usrlnit() in bootconfig.c or usrConfig.c
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Downloaded VxWorks Start-up

1. Boot program loads VxWorks over network, from local disk, etc. Call :

* Minimal initialization : mask interrupts, disable caches, set
initial initial stack, initialize DRAM access.

2. _sysInit() in config/bspName/sysALib.s

® Similar to _romlnit: mask interrupts, disable caches, set initial
stack pointer. Then call:

3. usrlnit() in config/all/usrConfig.c
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Summary

1. Modify config.h to exclude unneeded facilities.

2. Define INCLUDE_USER_APPL and USER_APPL_INIT
to make usrRoot() spawn your tasks.

3. Modify the Makefile to link your application into the
VxWorks system image
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OVER

Thank you very much




